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Intro Echo, Alexa, 
Alexa for Business and what‘s new



- Echo devices and Alexa app

- Skills
- Corresponds to Apps for Alexa

- >50.000 Alexa Skills available

- Several languages are supported, among others English and German

https://de.slideshare.net/AmazonWebServices/new-launch-bring-alexa-to-work-

voiceenable-your-organization-with-alexa-for-business-bap206-reinvent-2017

https://de.slideshare.net/AmazonWebServices/new-launch-bring-alexa-to-work-voiceenable-your-organization-with-alexa-for-business-bap206-reinvent-2017


- Lambda backend
- Recommended by Amazon, alternatively develop an own webservice endpoint

- Alexa trigger for Lambda available (at least in eu-west-1)

- Different SDKs for Alexa available (python, Node.js, Java)

- Alexa for Business
- AWS service (currently only in US/English usable)

- Access control for private skills

- Invite users by company mail

- Federate with US(!) Amazon account

https://de.slideshare.net/AmazonWebServices/new-launch-bring-alexa-to-work-

voiceenable-your-organization-with-alexa-for-business-bap206-reinvent-2017

How Alexa relates to AWS

https://de.slideshare.net/AmazonWebServices/new-launch-bring-alexa-to-work-voiceenable-your-organization-with-alexa-for-business-bap206-reinvent-2017


One week ago in Seattle

- Dozens of announcements and new capabilities for Echo/Alexa

- New echo devices (better sound and more)

- Simpler to set up

- Hunches (learning/history),  Alexa Guard, Skype integration, Echo/Alexa Auto, 
multi-room capabilities, Alexa Connect Kit (IoT)

- Important for skill developers: 
- Automatic skill activation in certain cases, Alexa will search for applicable skills

- Alexa Presentation Language for multimodel skills (voice & visuals)

- Support for follow-up questions



Demo of T-Systems‘ private 
compliance checker skill



Components of an Alexa skill with
demo Alexa developer portal



Web portal for skill development

- https://developer.amazon.com/alexa/console/ask/

- Amazon user required

- Basic parameters such as skill name, invocation, icon, description etc.

- Intents

- Sample utterances (different phrases for the same question, the more you enter the better)

- Slots allow the parameterization of an intent, e.g. with a time range (today, last week etc.)

- Endpoint (Lambda ARN or HTTPS webservice)

- Distribution

- Test

- Submission

- Analytics of skill usage in production

https://developer.amazon.com/alexa/console/ask/


Our solution architecture
(integrating sources of compliance data)



Lambda with

Alexa Skills Kit

DynamoDB with

compliance data
Member of organization

Ą Access to private skill

SIEM

TrustedAdvisor

Config Rules

…

alexa for business

Architecture of compliance checker



Implementation of Lambda

• We used the Alexa Skills Kit for Python SDK (beta)

• GA of SDK has been announced last week as well
https://developer.amazon.com/de/blogs/alexa/post/5f7dcae8-7254-4604-b1b3-
1fca0c986412/ask-sdk-for-python-now-generally-available

• Handle requests, build rich responses, manage state, call Alexa API etc.

• Use decorators or classes

• pip install ask-sdk –t .

https://developer.amazon.com/de/blogs/alexa/post/5f7dcae8-7254-4604-b1b3-1fca0c986412/ask-sdk-for-python-now-generally-available


Sources of compliance data

Native AWS services such as:

•Cloudtrail

•Config and Config Rules

•TrustedAdvisor – requires AWS business support for all checks and programmatic access

SIEM tool such as Splunk 

•Splunk Addon for AWS pulls the data directly from AWS API or via S3 buckets

•Splunk App for AWS provides preconfigured dashboards with insights regarding usage, 
configurations, security, spend and more

•Centralized logging is part of our security baseline





Benefits of Splunk App for AWS

•https://conf.splunk.com/files/2017/slides/manage-enterprise-level-amazon-
web-services-aws-services-with-splunk-solution.pdf

•Can deal with data from Cloudtrail, Config, Billing, Cloudwatch, flow logs...

•Dashboards contain selection of interesting insights, all based on searches

•Searches can be stored and executed from operating system or via REST API

•IAM role of Splunk search head‘s EC2 instance to put results into DynamoDB
•Live searches would also be possible but take too long for conversational UI

Ą Only one interface to implement, extendable

https://conf.splunk.com/files/2017/slides/manage-enterprise-level-amazon-web-services-aws-services-with-splunk-solution.pdf


Automated deployment (ASK CLI) 
and testing



ASK CLI

• Skill development also possible via command line interface

• Two JSON files besides the backend code:

- Skill manifest

- Interaction model

• Allows for version control, automated deployments, use of IDE etc.

• Capabilities of ask cli:

- Clone existing skill into your IDE or create a new one

- Deploy skill, simulate/test skill, submit skill, distribute skill

• Currently, private skills can only be assigned to organizations using the CLI



Important commands ASK CLI

ask init --no-browser Ą no-browser option required for install in EC2/Cloud9

ask new

ask clone -s <skill-id>

ask deploy

ask submit –s <skill-id> Ą public skills are tested by Amazon, takes time

ask api add-private-distribution-account -s <skill-id> --stage live --account-id 
arn:aws:iam::<account-id-AfB>:root 



Demo

- Cloud9 for lambda development

- DynamoDB with the data

- ask CLI (clone and redeploy skill)



Troubleshooting

- Use the JSON shown during testing via Alexa Developer portal, save them as
test events in lambda or Cloud9 (easier to repeat tests)

- Check the Cloudwatch Logs of the lambda function

- Check the IAM role of the lambda function

- Access to TrustedAdvisor not via trustedadvisor:* but via support:*
- Also: trusted advisor checks need to be refreshed on a regular basis



Conclusion



Current restrictions and next steps

• Important: Some features not available in Europe yet (Alexa for Business, in-skill 
purchases etc.)

Next steps:

• Automated deployment of an endpoint into an AWS account if requested by customer

• Push notifications (new root login etc.)

• Multimodel UI (add visual interface Ą Echo Show)



Conclusion

• Voice is a very natural user interface, can be used nearly everywhere

• Auomated voice services, both internal and external, are relevant for most
businesses today

• AWS users have everything they need for the backend at their fingertips

• Go, build you first Alexa skill!

• Come to T-Systems‘ booth to try the Compliance Checker yourself, ask further
questions or learn about our job openings



Comparison


